Network-Attached Storage mit FreeNAS

Diese Anleitung zeigt das Setup eines NAS-Servers mit FreeNAS.
FreeNAS basiert auf dem OS FreeBSD und unterstitzt CIFS (samba),
FTP, NFS, RSYNC, SSH, lokale Benutzer-Authentifizierung und
Software-RAID (0, 1 und 5). Es wird administriert mit einer einfachen

Web-Oberflache und benétigt nur wenig Platz auf der HD (ca. 32 MB).

2 FreeNAS installieren

Die neueste Version von FreeNAS als ISO-Image herunterladen (www.freenas.org) und eine

bootfahige CD brennen.
Zum Ausprobieren gibt es auch ein fertiges VMWare-Paket, das ebenfalls von obiger Site
heruntergeladen werden kann.

Die Screenshots dieser Anleitung basieren auf der Version 0.68.

Von CD starten — Punkt 7 zur Installation wahlen:

qe ic=poc-cdrom
L ght ) [ ) L 2, All rights reserved.
cit http: - :
LAN IP addr 192, 168.1.258

Port configuration:

LAN ¥ IncH

webGUI password
factc defaults

FrUSB Key

Enter a number: |

Wir wollen 2 Partitions auf der ersten Festplatte (eine fur FreeNAS, die andere fur Daten) und

wahlen somit 2:

webGUI password
t f defaults

i
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ate 1 UFS partition
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Name des CD-ROM LW angeben. In meinem Fall ist das acdO:

UsB R

istall
T
HI, ik 3
n HD: i1 | 1 it (FreeNAS and DATA)
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roa n 2

all Fr MRS small partition 1 and create partition 2 for DATA
HING: It will erase ALL your partitions and data on the destination hard driw
ARNINHG: You can't imstall FresH if it's allready installed (Use upgrade from
Heb GUI)

ted CDROM:
» Uirtwal IDE CDROM Dr

Enter the name of the CD-ROM drive: acdB

Dann den Namen der Festplatte, wo FreeNAS installiert und die zweite Partition erstellt werden soll,

angeben. In meinem Fall ist das die erste Festplatte ad0:
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sing the DATA partition:
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ENTER to continue,

» and DATA)
urn to main Henu

Enter a number:

ENTER to continue.

Inztall on HD, CF | 4 - artition
ztall on HD: [ . . : 0 and DATA)
rn to Hain

a number: 3

AUSE Rey

PowerOff

Enter a number:

CD aus dem Laufwerk nehmen.

Nach dem Neustart konfigurieren wir das Netzwerk von FreeNAS. Zuerst missen wir dazu

festlegen, welche Netzwerkkarte wir verwenden wollen, dazu wéahlen wir 1:

gn Interf
LAN TP addre

Enter a number: 1

Name der LAN Schnittstelle. FreeNAS zeigt eine Liste der verfugbaren Schnittstellen, in meinem

Fall verwende ich | ncO:



defaults

:tall on HDAC
hell
e 0f
Enter a number: 1

Malid interfaces ar

IncH BB :Ac : 48 :91

know the namn
In that c discor ct
each one when prompted to do

Enter the LAN interface name or "a’ for auto-detection:

defaults

WSE Rey

Enter a number:
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48:91
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auto=d st In that c di all inte
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Enter the LAN interface name or "a’ for auto-detection: Inc@

Enter the |"|]|r 1 1 interface name or "a for auto-detection
{or nothing if finished):

FreeNAS muss nun wiederum neu gestartet werden.

Enter a num

Jalid interfaces

Ince HE :Hc 21 48 :91
"t know the nam [ ir i - . M
iy In that

onnect sach one when provpted

er the LAN interface n : r "a’ for auto-detection: Inc@

Enter the |"|1|r_iu||.;|_l 1 interface name or "a’ Tor awto-detection
(or nothing if finished):

interfaces will be igned as follows:
IncH

eHAS Wwill reboot afte zaving the che

Do you want to proceed?

Nach dem Neustart wird die IP-Adresse des FreeNAS Systems festgelegt:



bu i

LAN 1P addr

Olivie

org for upd

IF
Port configuration:

LN *» IncB

Enter a number: 2

Oo you want to wse DHCP?Y

Ich nehme 192. 168. 0. 100:

LAN IP addr 192 . 161

Port « iguration:

n HO<CF-USB Key

91 Powerdff system

Enter a number: 2
Do wou want to e DHCP? In

Enter the new LAN IP addr 192. 166.8

Nun die Subnetmaske: 24

All

rights i




a number: 2
Do vou Hant to use DHCP? nmin
the new LAM IP add 192, 168. 8. 188

as bhit counmts C(az in CIDR notatiomn) in FresHAS.

Enter the new LAN subnet bit count: 24

Nun kdnnen wir uns Uber die Web-Oberflasche bereits einloggen: http://192. 168. 0. 100

Der default login ist: username admni n, password f r eenas.

File Edit WView History Bookmarks Tools Help

- - L3 http://192. 168.0. 100/

Authentication Required x|

9 | Enter username and password for “freenas” at http://192. 165.0. 100
L~ User Mame:

I admin

Password:

I R

[” Use Password Manager to remember thiz password.

QK Cancel




Die Willkommensseite:

J freenas.docal - FreeMAS webGUI - Mozilka Firefox

He Edt Vew Hsiory Pookmads Toos Hep i) sumble Al | @y rwen @ [ O
G- - @ L | hp192.1680. 1000

FreeNAS

System
Ganeral setup
Stalbic routes:
Advanced

Firmware:
LAN
Disks

Management

Software RAID

Mount Point
Services

CFS

FTF Name freenas. local

NES e

RSYNCD S

SSHD

Undson 05 Version Fres85D 6. 2FRERELEASE (fevison 199505)

MAFP Eaatire generic-pc on intel(R) Pentum(R] M processor 1400MHZ running at 1410 MHz
eSS
Users and Groups Date Thu Jan 25 15:56:00 UTC 2007

Active Directory

webGUI Configuration

System mformiation

068
bt on Fri e 17 11:12:00 CET 2006

T

System 0,12, 0. 13, 0.06 [#ew srocwa nformation]
Process R

Interfaces

Disks

Wireless

Graph
» Diagnostics

Wir haben noch keine Gateway festgelegt, deshlab gehen wir zu Interfaces -> LAN und geben die

IP-Adresse unseres Gateways an (hier 192. 168. 0. 1) . Spei chern

J freenas.docal - Interfaces: LAN - Mozilla Firefox

He Edt Vew Hglory Bookmarks Toos Heb 05 Q) snmblel Al |y Ther @ |
G r - @ G hip://192.168.0.100kerfaces_lan pho

FreeNAS

webGUI Configuration

System .
e Interfaces: LAN

Static routes.
Advanced Type [stete =]
Firnmware
Interfaces (Assign)
LAN IF address. |1g;mo.m s =13
Disks
Management Gateway [321880.1
Software RAID
Mount Paint
Services
SES Chient Identifier | SRS

z; Thee walue in this field is sent as the DHCP dient identifier when reguesting a DHCP lease.

e Hostname Freenasiocal

S5HD The walue in this field is sant as the DHCP hostname when requesting a DHCP lease.

Static IP configuration

AFP
General configuration

Aocess
Users and Groups
Active Directory Standard MTU is 1500, use 9000 fior jumbo frame.

Device paling I Enable device polling
Device poling is a technigue that lets the system periodcally poll netwaork devices for new
data instead of relying on nterrupts, This can reduce CPU load and therefore increase
Hwoughput, at the éxpéense of 4 sightly higher Forwarding delay (the devices are poled
1000 times per second). Mot al NICs support poling; see the minOwal homepage for a kst

m"‘“” of supported cards.
Wireless Speed sutnselect =
Graph

+ Diagnostics Dupiex halfduplex =

Das System muss wiederum neu gestartet werden, damit die Anderungen wirksam werden. Das

kann Uber das Webinterface (Punkt Diagnostics) oder Uber die System-Ebene passieren:



ttl=64

round=trip i

ENTER to continue.

Interface

IP ad

Thiz may take y Hinute.

Inter
IP

S |

A% will reb

Do wou Want to pr

Nach dem Neustart loggen wir uns wieder ein und legen die DNS-Server fest. Das ist fur den
Zeitserver NTP notwendig, der als Standard pool . nt p. or g eingetragen hat. Diese Adresse kdnnte
ohne gultigen DNS-Server nicht aufgeldst werden. Auf derselben Seite kann auch der BN und das

Passwort und auch die Sprache des Webinterfaces geandert werden:



) freenastocal - System: General setup - Maogilla Firefoox
Ble Edt Vew Hgtory Pookmarks Tool Hep Q) Stumble! Alv | fh IHeitt B

| - - @ Y |5 hittp: /192, 168.0, 100/system.pho

FreeNAS

webGUI Configuration

System: General setup

Hostname [reenas
nare of the MAS host, withowt domain part
B.Q. faF

Domain [iaca

8.0, ATFORE COm

DM servers 145,253.2.75

193 1432818
IP sddrestes

Liganname [ty

If you want to change the usemame for accessing the webGUI, enter it here,

Pasaword e —
lm‘ [Confirmation)

IF you want b change the pastvord for sccessing the wabGUT, anber it here baios,
Dor't use the character -

WebGUI protoood & yre RS

WebsGUIL port
Enter & qustom port number for the webGUL above if you want to override the default (30
for HTTP, 443 fior HTTPS).

LAnNCUAagE Enghsh -l
Tiene: zone [Etermc =]
Select the location dosest to you

Time update poe |

ribery s " n .
terval Virutes bebandan network Bme Synic, ; 300 recommended, or [ 1o desable

Die Netzwerk-Konfiguration ist nun fertig, ein Neustart ist nicht notwendig.

Nun testen wir unsere Netzwerk-Einstellungen. Dazu wéhlen wir 6:

e LAN subnet bit count:

ha s 92, H. 188 .
the ol wy URL

. 168. 8. 1¢

to continue.

m HD<CFAUSB Eeyp

- a nuHber:

Wir verwenden zum Test eine existierende, ,pingbare’ IP-Adresse im lokalen oder auch externen

Netz oder auch unser eigenes Gateway:



IP add has
10H @ the

2.166.8. 188~

fo co

a number: B

Enter a host name or [P

r a number: G
a host name or I[P address: 192.168.8.1
5 data b
q=8 ttl=E t i H.65684 Mz

1 ttl=i
b tt1=64

Press ENTER to continue.

4 Erste Festplatte fir Network-Attached Storage konfigurieren

Die Uberschrift ist ein wenig verwirrend: Tatsachlich wollen wir die zweite Partition (die Daten-
Partition) der ersten HD fur NAS konfigurieren und nicht die gesamte HD.
ACHTUNG: Die Partition des OS FreeNAS kann nicht konfiguriert werden. Wir kénnen also die erste

Partition nicht konfigurieren, da dort ja FreeNAS installiert ist.
Di sks -> Managenent und auf das + auf der rechten Seite klicken:

Go to Di sks -> Managenent and click on the + sign on the right:



Mozilla Firefox

frecnastbecal - Disks: Management

e Edt Vew Hgtry [ockmarks Tooks e O P oumblel Al- |y Tken @ |

@ - - @ L G| b1, 1680, 100/dsks_manage.sho

webGUI Configuration

System
General setup
Static routes
Advanced
Firmwara

Interfaces (Assign)
LAN

Disks
Managermeant
Software RAID
Mount Paint

Servioes

Disks: Management

Format Tools | iSCSI initiator

HManage

Mabe:
First configuration step: Add your hardrive to the disk lst.

Die ad0 HD (das ist die HD mit der Daten-Partition) und UFS (Unix File System) unter Pr ef or mat ed
FS auswahlen (wéhrend der FreeNAS Installation hat der Installer beide Partitions auf der ersten

HD mit UFS, formatiert, wahrend eventuell vorhandene weitere Platten noch unformatiert sind:

Vireenasbocal - Disks: Dislc Add - Mogzilla Firefox

Bla Edt Vew Hgtory Gookmarks Tool  Heb i ) snmblet Alv | ) Thet @ | O

@ - - @ L & hip192.166.0. 100 dsks_menage_edtphp

FreeNAS

System
Ganeral setup
Static routes
Advanced
Firmeware

Interfaces (Aesgn)
LAN

Disks
Managerment
Software RADD
Mount Paint

RSYHCD
SSHD
Unison
AFP

Arcess
Users and Groups
Active Directory
NIS
Radius

Status
Sytem
Process
Interfaces
Disks

Wiraless

Graph
b Diagnostics

webGUI Configuration
Disks: Disk: Add

Disk [[590: 30720M8 (Vware Virtual IDE Hard Drive 00000001) =]

UDMA mode Attt =
e can foros UDMA mode if you have "UDMA_FRROR.... LBA® message with your hard
drive.,

B Futs the hard disk into standby mods when the ssiscted amount of ime after the last
scoess has clapsed. Do ot set s for OF cards,

Management This aliorws o T lowes the power consumpbon of the drive, at the experse of
performance. Do nof sof o for OF cands.
Thim s you to et how boud the dive is while it's aperating. Do ool et B fbr OF
cards.

Preformated FS |urs =]

This allows you to $&t FS type for praformated disk with data,
Leave Lnitrmaied” for unformated dist and then use Format meny.

Dann: Apply changes:

_Add |



Jrecnasbocal - Disks Manasgement - Morilla Firefox

Bl [t Wew Hgtory pookmads Took Hep D05 Psumble Al | ke @
@ -0 - @ L B | m192.166.0. 100/dsks_manage.sho

webGUI Configuration
System

General setup

Static routes

Advanced

Firmweare The disk st has been
e You must apply the changes i arder for them to take effect
Disks

Managarmeant

Software RAID

Mount Paint
Services

CIFS

FTP

NFS

RSYHCD Mobe:

SSHD First configuration step: Add your hardrive to the disk Est.

Unison

AFP

Disks: Management

[T Format | Tools | iSCST initiator

Nun ist die Daten-Partition hinzugefigt:

frecnasbecal - Disks: Management - Mozilla Firefox

Ble Edt Vew Hpiory Gooknaks Took Heb O @ sumble A1 | e @

G v o« @ L Y| /192, 165.0, 100 disks_manage,sho

FreeNAS

System
Ganeral setup
Static routes
Advanced
Firmwyare

Interfaces (Aesgn) @ The changes have been appled sucoessfuly.
LAN

Disks
Managemeant
Software RAID

webGUI Configuration

Disks: Management

L5 Format | Tools | SCSI initiator

Mount Paint
Services
CIFS

FTP

Note:
NFS First configuration step: Add your hardrive to the disk list.
RSYNCD
SEHD

Nun muss die Partition aber noch gemountet werden: Di sks -> Munt Poi nt und + auf der

rechten Seite:



Jireenasbocal - Disks: Mount Point - Mozilla Firefox

Ble Edt Yew Hgtory Qockmarks ook Heb 07 ) swmblel Alv | gy T T
@ -0 - @ L & | 92,1680, 100/dsks_mount.ohe

FreeNAS

webGUI Configuration

System .
e it Disks: Mount Point
Static routes
Advanced Y Tooks |
Firmware
LAN
R ®
Management Mate:
Software RAID Second confipuration steps Dedaring the fiesystem used by your previously configured disk.

Maount Paint

CIFS

adO Platte, Partition 2 (das ist die Daten-Partition), File-System UFS, und unter Share Nane und
Descri pti on einen Namen fiur die Freigabe (nur a-z, 0-9, und der Unterstrich _ sind erlaubt) und

eine kurze Beschreibung zur Identifizierung des Shares. Dann auf Add klicken:

Vireenasdocal - Disks: Mount Point: Add - Mozilla Firefox

B Edt Yew Hgiry [ockmadks Toos peb O0 i Q) sumblen M- |y Thews @ |
@ - @ G| hip:192.168.0. 100/dsks_meunt_sdit.pho

FreeNAS

freanas. local

webGUI Configuration

Disk ['5d0: 30720M8 (Vihware Virtual IDE Hard Drive 50000001) =]
Partition [2 =l
Mewten [ ]
Share Mame Freenas_ad0
Description [pata Partien from agn
g |
Warning:

1. ‘¥ou can't mount ithe partiton ‘adls 1’ whene the config e is stored.
2. FresBSD NTFS has loks anug::.

Dann die Anderungen tibernehmen (apply the changes):



frecnasbecal - Dslos Mount Point - Mozilla Ferefox

Bl [t Wew Hgtory Qookmads Took Hep 5 P sumblel Al |y thew @ |
@ -0 - @ L & 1921680, 100/dsks_mount.ohe

webGUI Configuration
System Disks: Mount Point

Ganeral setup
Static routes

Advanced .
Firmware The st has been changed
T @ 1 el o changes s o e ke et

Disks
Managameant
Software RAID
Mount Paint

Services
CIFS
FTP
KFS
RSYNCD
SSHD Second configuration step: Dedaring the flesystem used by your previously configured disk.
Unison
AFP

Die Daten-Partition ist nun gestartet und bereit:

frecnasbocal - Dislos Mount Point - Mozilla Ferefox

Bie Edt Yew Hgtory Gockmarks Toos Heb i QD sumblet Ale |y Tk @ 0
-9 - @ U & | rpr92.168.0.100fdsks_mount.ohe

FreeNAS

webGUI Configuration

Syst .
Gacaral swtiy Disks: Mount Point

Static routes
Advanced
Firmware
Interfaces (Aesign)
LAN
Disks
Managermeant
Software RAIDD

Mount Paint
Services
CIFS

FTF
NFS Second configuration step: Dedaring the fesystem wed by your previously configured dek.
RSYNCD

SSHD

5 Dienste erméglichen

Um die NAS-Shares auch zu erreichen, ist es notwendig, einige Dienste zu starten: In unserem

Beispiel wird CIFS (samba) erlaubt, sodass die Freigaben tber den Explorer erreichbar sind.



Servi ces -> Cl FS und Enabl e auf der rechten Seite. Speichern:
Jireenasbocal - Bervices: CIFS - Morilla Fire

Bl [t Vew Hgtey Rookmads ook Heb i G shmblel A1- | Tleit T |

@ - 0 - @ L 4 |52 bip192.168.0. 100 services_samba.php
SYSUEM .
Ganaral sstup Services: CIFS
Static routes -
Advanced il Shores
F
lﬂtell'rf'::zﬁ-ﬂﬁrl] Common Intermek Fide System = Enable
LAN Austhentication [Aranymes =]
Disks
Managerment HetBiosbame rr——
Softvrare RAID Fr
Mount Paint Workgroup frorKGROL
Services
CIFS ‘Workgroup to be member of,
FTP Descripbon Freehas Server
NFS Server desaripbon. This can usualy be left blank.
RSYHCD
S5HD Das charsat cPasn =]
Unisan
AFFP Lo charset UTF6 -
Access e e
Users and Groups Log Leved M = |
Active Directory -
NIS Master fer = |
Radius Broweser Allgws FreeMAS to try and become a local master browser.,
Statu
S'r;&m Time: server Yes = |
Process FreshAS advertises foelf 82 & time server to Windows dients.
Interfaces WINS sarver |
Disks
Wiraless WINS Server [P address.
Graph RecydeBn I Enatie Recyein
+ Diagnostics This vl create  recyde bin on the CIFS shares
Sand Buffer Sine 16384
Sipe of send buffer (16354 by default).
Recede Euffer [5334
= Size of receive buffer (16384 by default),
_save |

Um auch SSH zu erlauben: Servi ces -> SSHD.
Dann kénnen Benutzer auch Uber SCP einloggen (z.B. mit WinSCP auf Windows-Systemen). Die

User missen Uber Access -> Users and G oups angelegt werden.

6 Der erste Test

Geben Sie den Mamen eines Programms, Ordners,
Dokuments oder einer Internetressource an.

.513rt| J EF-X = J_@Pmmngmg{:| {5 C:'\projek




Nun sollten wir ein Explorer-Fenster mit der Daten-Freigabe sehen. Es sollte auch mdglich sein,

dort Daten zu schreiben und zu lesen:

¥ \\192.168.0.100

_Name = | Kommentare
MNetzwerkaufgaben *® i freenas ad0 Data Partition from ad0

ﬂ Netzwerkressource hinzuflioen

@ Metzwerkverbindungen anzeigen
Kleines Firmen- oder Heimnetzwerk
einrichien

gly Arbeitsgruppencomputer anzeigen

7 RAID1 konfigurieren

Nun wollen wir mit unserer zweiten und dritten Festplatte ein RAID1 Array konfigurieren.

ACHTUNG: Nur komplette HDs kdnnen fir RAID verwendet werden, keine einzelnen Partitionen.

Zuerst mussen beide Festplatten hinzugeftugt werden: Di sks -> Managenent -> +:

Jireenaslocal - Disks: Management - Mozilla Firefox

Ble Bt Pew Mgty Boskmarks ek  Heb O0F Q) sumblet Ale |y Ileit TP

@ - - @ G [52 upi192.168.0. 100/dsks manage.oho

FreeNAS

freanas. local

webGUI Configuration

Disks: Management

(350 P T Format | Tools | iSCSI initiator

Standby  File
Disk  Size |I:Imwn- time yatee Status
ad0 | 3072008 """“""‘nmmm:ufx”'d r‘“‘ UFS owre | (© @

Mipte:
First configurabion step: Add your hardrive to the disk kst.

Wahlen Sie adl und Unf or mat ed unter Pref ormat ed FS (adl wurde wahrend der FreeNAS

Installation nicht formatiert):



Jireenaslocal - Disks: Dislc Add - Mogzilla Firefox

e Edt Vew Hgtory Pockmarks Toos el 05 QPoumtle A7 |y Thew B |
@ - - @ L & hip:/192.166.0. 100 dsks_manage_sdi pho

webGUI Configuration
System Disks: Disk: Add

General setup
Static routes

Advanced ke (9250720 (ears Wehl B v Dsfonoaiiod) [l
Finmaware —ldﬂ 30 TAE : l“‘b.ldIDEHard Or

Interfaces (Aesign) a3 i
LAN - pane with your hard
. |
Management Fard disk stanchy [Ewavson =]
Software RAID R Buits the hard dek inte standby mids whan the sslected ameunt of time after the last
Mount Paint acoess has elapsed. Do nof st e for OF cardls.
Services
FTP Management This alows. you to lewer the power corsumpbion of the drive, at the expanse of
HES performance. Do ol ot 84 for OF cards.
RSYMCD Acoustc level I':. e _'I
H
e This allows yous 10 S&t how loud the drive is whi it operating. 0o ot set th fiv OF
AFP
Acrress Preformated FS | Unfarmazed =l
Users and Groups Thia alows you to 28t FS type for praformated dik with data,
Active Directory Leave Lnformaled " for unformated disk and than use Formal meny.

NIS

Radius _add |
Status

System

Process

Interfaces

Disks

Wiraless

Graph
b Diagnostics

Dasselbe fur ad3:

fle [dt Yew Hgtey Gookmaks ools e 0 F Q) sumble! A1- | ) Tl @ |

G » - @ L Y| bip:f192.168.0. 100/disks_manage_sdkt.pho

FreeNAS

webGUI Configuration
Systesm Disks: Disk: Add

General setup
Static routes
Advanced Disk | 5d3: 30720MB (VMware Virbual IDE Hard Drive 0000000 1) [=]

Firmeare {2l 072098 (Wware Vrtual IDE Hard Drve 00000001) |
Brvbe faces (rasgn) LOMA mode: adl. 3::?3:1-'5 - ewmmmm DO00000 .
LAN m - e with your hard
Dish |
Management Hard disk standby [Ewayson =]
Software RAID - Futs the hard dsk into standby made when the ssiected amount of time after the last
Mount Paint acoess has elapsed, Do ot st s for OF cards.
Services
S Advanced Power | Disabled =
FTFP Management This aliorws vou 1o lowes the power consumption of the drive, at the experse of
HF5 performance. Do nof saf s for OF cards.
RSYHCD Acoustic leval IE ied _'I
2]
ﬁ:;“;n This s you to et how boud the drive is while it's aparating. Do ool et B fbr OF
A cargs.
Access Preformated FS | Unformated =l
Users and Groups This sl o to Sat FS bype for praformated dak with data,
Active Directory Leave Unftrmaied® for unformated dit and then use Foarmat meny.
NIS
Radius _Add |

Di sks -> Managenent Seite, Appl y changes:



frecnasbecal - Disks: Management - Mozilla Firefox

e Edt Yew Hgiry pockmarks Took el 05 Qsumtler Al |y tken B |
@ v O - @ L B | m/192.168.0. 100/dsks_manage.sho

FreeNAS

System
General setup
Static routes
Advanced
Firmeware B ————
A You must apply the changes in arder for them to take effect.
Disks
Management
Software RAID
Mount Paint
Services
CIFS Viware Virtusl 1IDE Haed
FTP 30 | N72MB | oyie 00000001
HFS
RSYHCD

©@@®
S5HD
so7ovg | VMware Virtual D Hard

®
S = Drive 00000001 ®

Access @
Users and Groups Mote:
Active Directory Frst configuration step: Add your hardrive to the disk ist,
NIS

webGUI Configuration

Disks: Management

;5P Format | Tools | iSCST initiator

A

Abaeays
Ll
Vhiware Virtual IDE Hard Aways  Unknownor
adl | 07X | e 00000001 P
Always
o

Jocal - Disks: Management - Mozidla Firefox

e Edt Yew Hgiory Qockmarks Tooks ek 05 Psumblel Al | fy ke @ |0
@ - D - @ L B | w/192.168.0. 100/dsks_manage.sho

FreeNAS

System
General setup
Static routes
Advanced
Firmware

Interfaces (Aswsign) @ The changes have been appled sucoessfudy.
LAN

Disks
M.:n-:gemenl
Software RAID
Mount Paint w7aomg | MMware Virtual IDE Hard

SErvices odD Dt JO0D0000 1

CFs Vhware Virtusl IDE Hard
FTP wl | HTHME | e 00000001
HFS

webGUI Configuration

Disks: Management

[P P Format | Tools | iSCST initiator

®@®

@®
RSYHCD a3 | 30720M8 m'ﬁﬁlﬂ-m

®
SEHD
Unison @

S Frst configuration step: Add your hardrive o the disk bst,
Access T

Lsers

Abways OHLINE
on

Abways Uninoenor | o e
on

Always

e CHLINE

and Grougs

Nun mussen wir adl and ad3 formatieren.

For mat Reiter (unter Di sks -> Managenent), adl und Sof tware RAI D: gm rror wéahlen und dann

For mat di sk anklicken:



Y ireenaslocal - Disks: Initialoe - Mozilla Firefox

e Edt Yew Hgiry pockmarks Tooks el 0 i Q) sumbe M- |y Twen @ |0

@ = - @ G| hup192.168.0. 100/dsks manage it.oho

webGUI Configuration
System Disks: Initialize

General setup

Preibbra Format
Tools | SCSI initistor
Adhanced | Hanage

Firmsare
Interfaces (issign) Disk | ad1: 20720M8 (Viware Virtual [O€ Hard Drive/00000001) =]

LAN
i | Software RATD: genirmor =1

Disks
Managarment

Software RAID T o't erase the MBR, (useful for some RATD controlier cards)
Mount Point

Services Format disk I
CIFS
FTP Warning:
KFS Thes step will evase all your partibon, create paryton number 1 and format the hard drive with the file system
RSYNCD spechied.
SSHD
Unison

Der nachste Bildschirm sollte so aussehen:

docal - Diskes: Initialize - Mozilla Firefox

Ble Edt Vew Hgloy Dookmarks Tooks Heb D Poumbel M- | fiken @ |

@ 6 - @ L Y | hiip:/192.168.0. 100/dsks_manage_init.pho

FreeNAS

webGUI Configuration

Syst ]
T setup Disks: Initialize

i EEEE rormat
Firneware
Interfaces (assgn) Disk | ad1: 30720M8 (Vhware Virtual IO€ Hard Drive/00000001) =]
LAN
Disks File system | Software RAID: geror |
Managemeant T
Software RAID Don'tErase MBR T juuy araee the MER (usefid for some RAID eontrolier eaeds)
Mount Point
SErvices Format disk i
rF_ru;_. Disk imitialization detaits:
NFS Erasing HMBR
RSYMCD bhidsss Horking on device /dev/adl =ssssss
SSHD
Unison Warning:
Thes step will evase all your partition, create par¥ton number 1 and foemat the hard drive with the file system

Users and Groups:
Active Directory



Dasselbe fur ad3:

Yireenaslocal - Disks: Initialoe - Mozilla Firefox

Ble Edt Yew Hglory Bookmarks Took Heb 07 G sumblel Al | @ Iem B |0
@ -0 - @ L G| bupif192.166.0. 100/dsks_manage _mit.php

FreeNAS

webGUI Configuration

Syst )
et setup Disks: Initialize

spcimics [ vonsor IO rock st minor |

Firmware
Interfaces (Aesgn) Disk | d3: 30720M8 (Wveare Virtual IDE Hard Orive/00000001) =]

LAN
Disks File system [ Saftware RAID: gevor =]

Managemenl

Software RAID Dom'tERSEMBR [ ooy sruss the MBR (usefid for some RAID controber cards)

Mount Paint
SErvices. Format disk i

CIFS

FTP Warning:

NFS Thes step will evase all your partibion, create parton number 1 and format the hard drive with the file system

RSYNCD spechied,

SSHD

Unison

adl and ad3 sollten nun unter Di sks -> Managenent mit dem Dateisystem gmi rror aufgelistet

sein:

Jireenastocal - Disks: Management - Mozilla Firefox

Ble Edt Vew Hgtory Eockmarks Tools Heb 0 F Q) seumblet A1- |y Tkt |
@ -0 - @ G |52 hupi192.168.0. 100/dsks_manage.oho

FreeNAS

webGUI Configuration

System - .
s Disks: Management
Static routes ==
Advanced (L5t Format | Tools | iSCSI initiator
Firmware
Interfaces (Asign) Disk  Size |w :‘I‘ File Siniws
LAN system
Disks sd0 | 307oomg | ¥Mware Vil IDE Hard Aways e @
Managerment Deins fD000000 1 o LI . @'
Software RAID VMware Virtusl IDE Hard Mhwiays
Mount Point i | N7 | e 0000001 - g | OMUDE .@G}
Services.
fifass a3 | 3072008 mlu”“ Amars | gmme | OMUDE ®
FTP @
NFS

Mate:
RSYNCD Eirst configuration step: A your hardrive to the disk list,

Nachher mussen wir ad1l and ad3 zu einem RAID1 array zusammenfligen:

Disks -> Software RAID -> + :



Jireenaslocal - Disks: Geom Mirror: RAID - Mozilla Firefox

e Edt Vew Hgiry Bookmarks ook Heb CrE QD sumblel Al | fy Tk @ |
@@ o L"ﬂ__r_' https//192. 166..0. 100/dsks_raid_gmirror.php

FreeNAS

System

webGUI Configuration
Disks: Geom Mirror: RAID

General setup
m;ﬂﬁ (Aol Geom RaidS{unstable) Geom Vinum{unstable)
Firmwware PN TN Ll Format RAID | Tools | Information
Interfaces (dsign)
LAN
Disks:
Managerment _—
Software RAID 2
_ Opkonal configuration step: Configuring a virtual FAID disk using your previsously configured disk,
Mount Foint Wait For the “up” status before format snd mount it!

Services.
CIFS

Dem RAID array einen Namen geben und ad1 and ad3 als Mitglieder des neuen Volums definieren,

dann auf Add klicken:

Yireenastocal - Disks: RAID: Add - Mozilla Firefox

Bie Edt Vew Mgty ockmaks Josls Heb 07 D oumblel A | §y ke @ |0
@ -0 - @ L G| hupf192.168.0. 100/dsks_rad_gmimor_sdt.pho

FreeNAS

webGUI Configuration
Syctom Disks: RAID: Add

General setup
Static routes

Advanced i'EEEEEE

Firmware .
Interfaces (assign) Type RAID 1 (mirroring)

LAN Balanee [Soit recuest =1

Disks: algorithm Calwct
your read balance algonthm.,
Management

Saoftware RAID Members of this W ad1 (30720MB, VMware virtual IDE Hard Drive 0000000
Mount Paint vohame D

Carvices ] a3 (30720ME, VMware Virtual IDE Hard Drive, 0000000 1)

CIFS
= _add |

Dann die Anderungen Uibernehmen:

}freenasdocal - Disks: Geom Mirror RAID - Mozilla Firefox

Be Edt Yew Hgtey Dookmarks Took Heb 55 G snmblet Alv |y Ihkei T |0
Eeoo- @ on L; :192. 168.0. 100/dsks_avd_gmroe. php

FreeNAS

System . .
General setup Disks: Geom Mirror: RAID

ﬂd‘ﬁ!néxes TN 10Tl Geom RaidS{unstable)  Geom Vinum{unstable)
Firmweare LR LT TN Pl Format RAID  Tools — Information

Interfaces {(isgn)

o e Rad conuratn s been canged

: 'W"-“M*'&dmnm them to take affect.
Management

Silnl _Apply changes |

webGUI Configuration

Mount Paint

Services
CIFS

FTP
NFS
REYNCD Nt

S5HD wwammmmammummmmmu.
Unicsn Wit for the “up” status before format and maunt it

AFF




Jireenasiocal - Disks: Geam Mirror RAID - Mogzilla Firefox

Ble ot Vew Hgtory Qookmarks Tools e 07 Q) sumblel Alv | Theitt
@ - 9 - @ L G 1921680, 100/ dsks rad_omiror.php

webGUI Configuration

Disks: Geom Mirror: RAID
Ao 0Tl Geom RaidS{onstable) | Geom Vinomi{unstable)
RPN TR T Ll Format RAID  Tools  Information

Mount Paint

Bervicas | FreshASRAID |t G COMPLETE _ ® ®
CIF5 O]
FTP Mobe:

Cpional configuration step: Configuring a virtual RAID disk using your previscusly configured disk,
Wait for the “up® status before format and mount it!

Nun muss das neue RAID-System mit dem UFS Filesystem formatiert werden:

For mat RAI D Reiter (unter Di sks -> Software RAI D), RAID array wahlen und For mat UFS di sk!

Jireenasbocal - Disks: Geoam Mirror: Edit - Mozilla Firefox

Bie [t Yew Hstey Bockmarks Teok  Heb 0 E ) shumble! Al | iy Tk @ |
@ -0 - @ L 0| hupi192.166.0, 100/dsks_raid_gmaror_init.ohp

FreeNAS

System . )
General setup Disks: Geom Mirror: Edit
Static routes
Advancad
Firmware

Interfaces (Assign)

LAN Volsme Hame [Freetiashal |2

webGUI Configuration

(A0 Myl Geom RaidS{onstable)  Geom Vinum{unstable)

Manage RAID W50 Tl Tools Information

Disks

Management
Software RAID
Mount Paint

Format UFS diskd

Warning:
This step will format the RAID volume in Unix FleSystem (UFS).

Die néachste Anzeige sollte in etwa so aussehen:



Disks: Geom Mirror: Edit - Morilla Frrefox

Yireenas docal

e Edt Vew Hgtry pockmarks Toos e i Q) sumber M- | dy Twew B |0

@ - - @ L G| hip:192.168.0. 100/dsks rad_gmrer_nit.oho

FreeNAS

System
General setup
Static routes

webGUI Configuration
Disks: Geom Mirror: Edit

Advanced S0 YTl Geom RakdS{onstable) | Geom Vinum{unstable)

Firmware Hanage RAID @aT 0T8N Tools Information
Interfaces (Aesgn)

LAN LA ]
Disks Rasmne FreefdSRAID

Managermeant e

Software RADD Format

Mount Paint Disk format UFES cutpuk

JSdew/mirror/FrasHASRATID: 30720.0MB (623514556 seccors) block size 16384, fragmanc
umping 186 cylinder gooups of 183.77HE, LLT761 bBlks, I35E3 incdes.
with sgofr updstes

super-block backupe (foz feck -b #) an:

Services
CIFS
FTF
NF5

o 160, 376512, 7TSIBE€4, 1129316, 1505568, 1EB1510, 1358272, 2634624, 3010576,
RSYHCD B3BTAZE, ITEMER0, 4140032, 4816384, 4853736, SI69088, BE4B440, £021783,
SEHD E298144, E774496, TISOB48, TEITIO0O0, TH03EEI, B279004, BEREIEE, 9032608,
Unison S40B5E0, B786313, 10161664, LOB3BOLE, 10514368, 11280720, 11€67072, 12043424,
AFP 124139776, 1275612ZE, 13172480, 13648832, 135261E4, 1430163&, 14677838,

Access 160654240, 15430692, 15806944, 16153236, 16569645, 16336000, L731735%,
Users and Groups LTEEETO4, 18065056, 18441408, LEELTTE0, 19154113, 19570464, L9546916,
e 20313168, 0699520, 21075872, 1453224, ILETEETE, 2IT04928, 2I581T80,
'"E = 2295732, IIIIINB4, IITI0NIE, IZ4O0BGERA, 2446040, 24839392, 2BILET44,

. ZBESZ09E, IBOEB44E, IEI44B00, 2ETI11B3, 2T0STEO4, IT47IEEE, ITEROZO0A,

Radius JE2IEEEN, 20E02512, 2AO7THIE4, JO3EEELE, 2571868, 30108320, 0484672,

Status 30BE1024, 31237376, 31613728, 31590080, 32366432, 3TT42784, 33115136,
System 33495459, 3ISTLE40, 34243192, 34634544, 35000896, 35377248, 35753600,
Process 36179357, 36506304, I6I9I65E, 3ITISH008, ITEISIE0, 3II011T1I, IEIL8064,
o — FETE4416, 39140768, 39517120, 35893471, 40269824, 40646176, 410721518,

. 41398880, 41775332, 42151584, 42527936, 42904188, 43ITB0640, 4IEEE992,
Disis 44033344, 44409696, 447THE04B, 45162400, 4BBIBTEZ, 4531104, 46291456,
Wireless 4EEETA0E, 47044160, 47420513, 4TTHEAE4, 48173216, 4A5409BE8, 48928820,
Graph 48302272, 45670624, EOOE407E, EO431328, EOBOTERO, E1184082, E1EE0884,

b Diagnostics 1936736, 523130EE, GS2699440, 53065732, 53442144, 53318455, 54194848,

54571300, 5434765%, 55323904, 55700256, SE0TEE05, 56452960, 5EEZIILZ,
5TI05664. 575BI016. S5TI58368. SE3347I0. S8TLL0TI. SI08T424. E9463TTE.

Nun muss das RAID-array nur noch gemountet werden:

Di sks -> Mount Poi nt

-> 4+

Bl Edt Wew Hstory ockmaks Took Heb

O @b ae | ke @

-0 - @ U @ | rupn92.168.0.100/dsks_mount.ohe

System
Ganiral setup
Static routes
Advanced
Firmwyare

Interfaces (Assign)
LAN

Disks

Managameant

Software RAID

Mount Paint
Services

CIFS

Ilhr RAID-System auswahlen. Unter Partition - Software RAID -

Fil e system- UFS. Ebenso den Namen der Freigabe und eine ev. Beschreibung definieren:

FreeNAS

webGUI Configuration

Disks: Mount Point

-

Second configuration step: Dedaring the flesystem used by your previously configured disk,

gm rror auswahlen und unter



Y ireenasdocal - Diskos: Mount Point: Add - Mozilla Firefox

Bl it Vew Hgtory pookmads Took Heb i sumber M- | dyTwen @ |0
@ - @ 0 [ hupi192.168.0. 100/dsks_mount_edit.php

webGUI Configuration
System Disks: Mount Point: Add

Ganeral satup
Static routes

Advanced Dk [FresHAZRAID: (Software RADD ) |
Firmvware
Interfaces (feson) Pasrtition | Saftware RAID - gmirror = |
LAN
Disks File system T3 = I
Managermeant
Software RAID Share fame freenas_radl
Mount Paint o
Services Desaiption #=HAS RAID
FTP Add |
NFS wa
ST 1. You can't mount the partibon "ad0s 1 where the onfig file s stored,
SSHD 2. FreeBs0 NTFS has lots of bugs.

Unison

Wenn die Anderungen tibernommen wurden, sollte das RAID-System als neue NAS-Freigabe zur

Verfligung stehen:

cal - Disks: Mount Poink - Mozilla Firefox

e Edt Vew Hgiory Pockmarks Took e 0 Psumblel Alv | @ Tken @ |
® 9 - @ LU @ |2 rp192.166.0.100/dsks_mount.ohe

FreeNAS

webGUI Configuration
System Disks: Mount Point

Ganeral setup
Static routes

Advanced - i
- The list has bean chamged
I"tﬂf:cﬁ“"’""] @ You must apply the changes in order for them b take effect.

Disks
Managemeant
Softwaare RAID
Mount Paint

Services

CIFS
FTP
KFS

RSYHCD

SSHD

Unison Mot
.M:M:P Second configuration step: Dedaring the Sesystem used by your previcusly configured disk.

Cess

Users and Groups

Active Directo




}ireenasbocal - Diskos: Mount Point - Mozilla Ferefox

e Edt Yew Hgiry pockmarks Took e CHE Psumblel Al | fy 1w @ |

@0 - @ L& rpr192.168.0. 100/dsks_mount.ohe

webGUI Configuration

System
General setup
Static routes
Advanced
Firmvware

Interfaces (Assgn)
LAN

Disks
Managameant
Software RAID
Mount Paint

Disks: Mount Point

Services
CIFS
FTF

NFS

RSYNCD ——

ESHD Second configuration step: Dedaring the flesystem used by your previously configured disk.
Mson

AFP

Um den Status des RAID-Systems zu uUberprifen:

Di sks -> Software RAID- I nformation Reiter:

O @ oumbie Av | @ Ikew @ |

@ - - @ G| 1oz 1680, 100fdsks rad_gmrer_jnfo.phe

FreeNAS

System
Ganeral setup
Static routes
Advanced
Firmwsare
Interfaces (Assign]
LAN
Disks
Managermeant
Software RAIDD
Mount Paint
Services
CIFS
FTP
NFS
RSYHCD
SSHD

Unison
AFP

ACoess
Users and Groups
Active Directory
NIS
Radius

Status
System
Process
Interfaces
Disks
Wireless
Graph

} Diagnostics

Gegebenenfalls weitere erlaubte Dienste wie ssh oder ftp stehen auch fiir das neue Share schon zur

webGUI Configuration freenas loca
Disks: Geom Mirror: RAID

Geom Mirror
Hanage RATD

Geom RaidS{onstable)
Format RAID | Tools @0t t1it

Geom Vinum({unstable)

Software BAID information and status

Geom name: FreeMASRAID

Stata: OOMRPLETE

Componanca: 2

Balance: split

Slice: 4096

Flags: ROHE

GanIbD: O

Synelb: 1

ID: 3102471442

Froviders:

1. Hama: =irror/FreelASRAID
Madiapize: 32312354208 (30G)
Sacrersize: 512
Mode: riwiel

Consumers:

1. Kame: adi
Mediasize: I2Z122E4TZ0 (30G)
Secrorsizs: 512
Mode: riwlel
Seara: ACTIVE
Prioxizy: 0
Flags: RONE
GanID: 0

I0: 1
ID: 2646936934

2. Ha=a: ad3
Mediasize: 32212254720 (30C)
Sectorsize: 512
Mode: ciwlel
State: ACTIVE
Brinritw- 1

Verfigung, da sie ja schon vorher konfiguriert wurden.



8 Der zweite Test

Windows-Explorer oder WinSCP (oder ev, auch FTP): Sie sollten das neu hinzugefiigte RAID-Share

sehen:

¥ \\192.168.0.100

Datei Bearbeiten Ansicht Favoriten Extras ?

Mame =~ | Kommentare
Netzwerkaufgaben # L frasnas add Data Partition from ad
L freenas raidl FreeNAS RAID1

g Metzwerkressource hinzufligen
% Metzwerkverbindungen anzeigen

Kleines Frmen- oder Heimnatawerk
ginrichten
jﬁd Arbeitegruppencomputer anzeigen

9 Lokale Benutzer hinzufigen

Dienste wir SSH erlauben keine anonymen Logins. Ebenso, wenn sie fur FTP und CIFS keine
anonymen Logins erlaubt haben, missen Sie lokale Benutzer anlegen, die sich beim FreeNAS

System anmelden kénnen.

Um User anzulegen, muss zuerst eine Gruppe definiert werden, der der neue Benutzer angehodren
soll:

Access -> Users and Groups -> Goups -> +:

Jireenastbocal - Access: Users: Groups - Mozilla Firefox

Ble it pew Mgty Pockmaks Took  Heb 0F ) shumble! AN | iy Thkeit | O

{"ﬁ . 5o e ed "1‘ |1 hittp: /{192 165.0, 100/access_users_groups.php

FreeNAS

webGUI Configuration fraenas Jocal

 Description

Name und Beschreibung der Gruppe angeben und hinzufiigen:



jireenastocal - Access: Users: Groups: Add - Mozilla Firefox

Ble Edt Yew Hgory pookmarks Tools peb 0 Qsnmblel AN | o Them B |0

@ e - @ o |! hittps: /192, 168.10, 100/actess_users_groups_sdit.php

FreeNAS

webGUI Configuration

Anderungen Uibernehmen:

Jireenaslocal - Access: Users: Groups - Mozilla Firefox

Pl Edt Vew Mgty Gockmais Took Heb

00 F Q) snmblel M- | gy Thei T

@ - & - @ O G | hip:/192.165.0. 100/access_users_groups.oho

FreeNAS

webGUI Configuration

System . .
Ganaral setup Access: Users: Groups
Static routes
e | users JEER
Firmywa
mmfew} The Lser ket has baen changed.
LAN You must apply the changes in order for them to take effect.
Disks
Management _Apply changes |
Sofware RAID
Mount Paint Group [m |
Services NAS Group
CIF5 o - gl@

FTP
NFS

Jireenasbocal - Access: Users: Groups - Mozilla Firefox

He Edt Vew Hgory Dockmads ok Hep  if
E -0 - @ o G| pi192.168.0, 100/access_users_groups.oho

Management

Software RAID

Mount Paint
SEFVICES.

CIFS

FTP

User s Reiter und auf +:



Jireenasbocal - Access: Users - Mozilla Firefox

Ble Edt VYew gy Qoskmarks ool Hep 05 Qsumblel A |y then B
@ =0 - @ L G [ hup192.168.0. 100/ccess users.pho

FreeNAS

webGUI Configuration

Access: Users

[ Groups

Name und Passwort des Benutzers angeben und seine Gruppe asuwéhlen. Wenn Sie Ful | Shel |

erlauben, kann der User nicht nur Uber SCP, sondern auch auf die Kommandozeile einloggen:

cmasbecal - Access: Users: Add - Mozilla Firefoo

@0 - @ B | hip:192.166.0.100/access_usars_edt.pho

FreeNAS

webGUI Configuration

Syst ) )
Gaienl g Access: Users: Add

Static routes

Advanced Login frska
Firmware [ Unique logn name of user.
Interfaces (Assign) Fulll Mare e
i I User full name.,
Management Pasmword e
Software RAID [Frmmmemm
Mournt Paint b . (onfirmetor)
Group Member
i ™ Enable
Grve: full shel to user
_Add |

Ble it ew Mgty Dockmarks ool bHeb F G shmblel Alv |y Thkeit T

@ -5 - @ O @ |2 hpi192.166.0. 100/sccess_users.php

webGUI Configuration

Access: Users

o |

The Lzer ket has besn
You must apply the changes in order for them to take effect.
Apply changes i
Mournt Point User  Full Hame Group |
Services falip Falia Terme | nas ®®
CIFS : = -
FTP ®

NFS
RSYNCD



Jireenaslocal - Access: Users - Mogilla Firefox

Ble Edt Vew Hstory pockmarks Tools  Hep 0 Q) sumblel Al- | @ Te B

@ - D - @ L @ |2 b:192.168.0. 100/acess_users.php

freenas. local

10 SCP verwenden

SSH erlaubt fir FreeNAS - Benutzer hat keine Shell-Rechte:

Host Name, Benutzer und Passwort angeben und sicherstellen, dass SCP gewahlt ist:

WinSCP Login 7] x|

[=]- Session

Stored sessions Port number

El- E_n'u'ironmerrt

Directories Password

&1+ Connection Piivate ey fle

£ SSH | ]

Authentication —Protocaol
~- Bugs { SFTP {~ SFTP (gllow SCF falback) {+ SCP

¥ Advanced options

About... Languages Save... Login Help

Nach erfolgreichem Login kénnen Sie die NAS-Freigaben sehen:



wente wnd Finstellungen - falkof192.168.0,.100 - WinS(P

=10 =
| Locl Mark Fies Commands Session Opbons Remate Help
R RNE-T R = S -8 §-
[ C Lokainr Dmteri =] e » = - [EA 5 A ) |0 TR | =l -=- G0 AR |=ETS
| Mame 3 2 S|
.. P '%EE 1
offska [ | B freenas_sdo >
o D fmuit Liser [ | C5freenas_radl |
CLocalserce if] 1B barwer 3 =
[T [ S I
20 Users [
il | ARl | |
0BcfOBn Dk 5 DEf 2B 0ol 3

| & F2Revame | ¥ FaEdt 23 FSCooy () FEMove [ F7 Create Diectocy 3¢ FO Dwlete (F FOPropertes i Fi0 Quit

12748 18538 H R e

SCP IR e




